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Automated Installation

AR 5 AlienVault 4.1
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Language * Location and Keyboard Configuration
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Select a language

Choose the language to be used for the installation process. The selected language will also be the default language
for the installed system.

Language:

Chinese (Traditional) -  FRz(%EE)
Croatian - Hrvatski
Czech - Cedtina
Danish - Dansk
Dutch - Mederlands
Dzongkha - Em

English - English
Estonian - Eesti
Finnish - Suomi
French - Frangais
Galician - Galego

Georgian - Jemymn

[~
Screenshot Figure 2 —_ %}EEE% Go Back
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Select your location

The selected location will be used to set your time zone and also for example to help select the system locale. Normally
this should be the country where you live,

This is a shertlist of locations based on the language you selected. Choose "other" if your location is not listed.
Country, territory or area:

Hong Kong
India

Ireland

Mew Zealand M
Nigeria
Philippines
Singapore
South Africa

United Kingdom
United States

Zimbabwe

Screenshot Figure 3 _ %}Eﬁﬁ%—t1ﬂ§ Go Back
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Select your location

The selected location will be used to set your time zone and also for example to help select the system locale. Normally
this should be the country where you live.

Select the continent or region to which your location belongs.
Continent or region:

Africa

Antarctica

iE an||c !cean

Caribbean
Central America
Europe

Indian Ocean
Morth America
Oceania

South America

Figure 4 | _continue
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Select your location

The selected location will be used to set your time zone and also for example to help select the system locale. Mormally
this should be the country where you live,

Listed are locations for: Asia. Use the <Go Back= option to select a different continent or region if your location is not
listed.

Country, territory or area:
FRIppINgs

-~
Qatar
Saudi Arabia
Singapore

Sri Lanka

Thailand

Timor-Leste

Turkey

Turkmenistan

(] ]

Fgure
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Configure locales

There is no locale defined for the combination of language and country you have selected. You can now select your
preference from the locales available for the selected language. The locale that will be used is listed in the second
column,

Country to base default locale settings on:

Botswana - en_BW.UTF-8 ~
Canada - en_CAUTF8
Hong Kong - en_HKUTF-8
India - enlnN
Ireland - en_IE.UTF-8
New Zealand - en_NZ.UTF-8
Nigeria - en NG
Philippines - en_PHUTF-8
Singapore - en_SGUTFE
South Africa - en_ZAUTF-8
United Kingdom - en GB.UTF-8

United States - en_US.UTF-8

Zimbabwe - en_ZW.UTF-8 =

| Screenshot l [ Help | Figure 6 Go Back _
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Configure the keyboard

Keymap to use:

iamerican English

Belarusian

Belgian

Brazilian (ABNT2 layout)
Brazilian (EUA layout)
British English
Bulgarian

Bulgarian (phonetic layout)
Canadian French
Canadian Multilingual
Croatian

Czech

Danish

Dutch

Dvorak [~]

| Screenshot | Figure 7 _ E&Eﬁgﬁ%@a% | Go Back _
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Configure the network
The IP address is unique to your computer and consists of four numbers separated by periods. If you don't know what
to use here, consult your network administrator,
IP address:
Il!ﬁ“ | l
Screenshot Go Back |

Figure 8

NetMask 2R EMLE S 2NN IRNEIGBIEDR - NRAEE - BER
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Configure the network

The netmask is used to determine which machines are local to your network, Consult your network administrator if you
do not know the value. The netmask should be entered as four numbers separated by periods.

Netmask:

=

Figure 9

Screenshot Go Back | |
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Configure the network

The gateway is an IP address (four numbers separated by periods) that indicates the gateway router, also known as
the default router. All traffic that goes outside your LAN (for instance, to the Internet) is sent through this router. In

rare circumstances, you may have no router; in that case, you can leave this blank. If you don't know the proper
answer to this question, consult your network administrator,

Gatewaf:

Figure 10

Screenshot
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Configure the network

The name servers are used to look up host names on the network, Please enter the IP addresses (not host names) of

up to 3 name servers, separated by spaces, Do not use commas. The first name server in the list will be the first to be
queried. f you don't want to use any name server, just leave this field blank.
Name server addresses:

Screenshot

Figure 11 “osser ] contmien
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Set up users and passwords

‘You need to set a password for 'root’, the system administrative account. A malicious or unqualified user with root
access can have disastrous results, so you should take care to choose a root password that is not easy to guess. It
should not be a word found in dictionaries, or a word that could be easily associated with you.

A good password will contain a mixture of letters, numbers and punctuation and should be changed at regular intervals.

The root user should not have an empty password. If you leave this empty, the root account will be disabled and the
systemn's initial user account will be given the power to become root using the "sudo” command.

Mote that you will not be able to see the password as you type it.
Root password:

|"“oooooo

Please enter the same root password again to verify that you have typed it correctly
Re-enter password to verify:

000000000

[ screenshot | Figure 12 [ GoBack |
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Partition disks

If you choose guided partitioning for an entire disk, you will next be asked which disk should be used.
Partitioning method:

Guided - use entire disk

Guided - use entire disk and set up WM
ulded

- use entire disk and set up encrypted VM

Manual

Screenshot
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Partition disks

Note that all data on the disk you select will be erased, but not before you have confirmed that you really want to make
the changes.
Select disk to partition:

5CSI3 (0,0,0) (sda) - 107.4 GB WMware Virtual disk
SCSI3 (0,1,0) (sdb) - 536.9 GB WMware Virtual disk
SCSI3 (0,2,0) (sdc) - 536.9 GB WWware Virtual disk

_ Screenshot | Figure 14 _ Go Back _
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Partition disks

Before the Logical Volume Manager can be configured, the current partitioning scheme has to be written to disk
These changes cannot be undone.

After the Logical Volume Manager is configured, no additional changes to the partitioning scheme of disks containing

physical volumes are allowed during the installation. Please decide if you are satisfied with the current partitioning
scheme before continuing.

The partition tables of the following devices are changed:
SCSI3 (0,0,0) (sda)

Write the changes to disks and configure LVM?

Screenshot Figure 15
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Partition disks

If you continue, the changes listed below will be written to the disks. Otherwise, you will be able to make further
changes manually

The partition tables of the following devices are changed:
WM VG alienvault, LV root
WM WG alienvault, Lv swap_1
SCSI3 (0,0,0) (sda)

The following partitions are going to be formatted:
WM WG alienvault, IV root as ext3
WM WG alienvault, IV swap_l as swap
partition #1 of SCSI3 (0,0,0) (sda) as ext2

Write the changes to disks?

O No

Screenshot

Figure 16
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IEAR A& AlienVault 4.1 - EAFRNER  FEEARGKEBA TS
Command ° ( EMFEREHERNERE - BMOER )

# alienvault-update
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Self-Check List

BEBARLZE System Checking » EZZBERM AlienVault AL E L EE
RIEBWARE - EZWE Sensor BRBUWE] Log ~ & Plugin IBEB R
Configuration #2EWEHA - HEMEEE OSSIM AXBUE log

—f%R - FFEIBEE £ AlienVault BBz (F A2 E 28 - TEAIES & AT AlienVault's
IP address ;- FEE BRI FERTLE 192.168.61.141 ; BE2EEE L4 ERERERSE
HEZEBERIEEHREE -

AES IP U AEELEHTE—ERE  E2REARIANESRMETS
PBEHRESHE - #hE [Continue] - 2% "Figure 20, - BEIHE%E - OSSIM B
ZIRERTEEERT - FB#A OSSIM BERNEAE -

Figu:e 20| BZ[Startusing AlienVault!]

/ \ Safari can't verify the identity of the website "192.168.61.141 /95% r Flgure 2’] g°

The certificate for this website is invalid. You might be connecting to
| @ a website that is pretending to be "192.168.61.141°, which could put
_ your confidential information at risk. Would you like to connect to

the website anyway? E’Ei ,?é ) _7§Yj %\ iﬁ ) /é/_é %
ZIN ny =

Continue ] [ Cancel ] [ Show Certificate

" Figure 22 5 °

Q v ? Figure 21

ALIEN VAULT OSSIM

Welcome

We come in
Congratulations on choosing AlienVault to bring you peace and security. Before you begin usingPsacsand

product, you need to setup an Administrater account. For more information please visit hitp:ifw Security m. A L I E N VA U LT as s I M

b
Information Needed '
S

Please provide the following information. Don't worry, you can always change these latl =5

N User |admin
Full Name Password | --------- |
User Name adm (*) This will ke your login to the AlienVault Web interface
Password _._"_._._._."

Retype Password

E-mail
Company Name (*) Optional
Location Taiwan (*) Optional * View Map
wuIznou Hunan Jangxi
g Map | Sztelite
Naha
o
Fujian
+
— _ Ta?an
Guangxi Guangdong
< Guangzhou®
¢ Ty
i Hong Kong
3 Macau
Noi
Map data €201 3 Autohlavi, Boogle, Kingway, SK planet, ZENRIN  Terms of Use

Start using AlienVault!
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BZE  WEEWRE Log BR A Sensor LUK Plugin B8 BHE A -

B EIRN Log B EEREFR - #A

#vim /etc/rsyslog.conf

ZIERERERY " First some standard log files. Log by facility . E’Jln__niﬁ wmE—T
REY Log B EEDERN ? REFEME ? - BIRBEUIRTERE - CEEER -
LEBI21RIE IP 289 Log AY -

i .
# First some standard log files. Log by facility. Figure 23
#
#auth,authpriv. * /var/log/auth.log
#*.*%;auth,authpriv.none -/var/log/syslog
ttemplate DynSyslogFile,

* . *;auth, authpriv.none —?DvrSw slogFile

* . *;auth, authpriv.none
/var/log/cron log
( emon.log
rn.log
r.log

ERERERER  BRMEMEERIERA Log ER - ARIIKLBMEE -
PIRERRENR - A

# Is -al /var/log/rsyslog ABEENKEER log 18
# tail -f [Log File Name] AHEER Log file EEAE/MENR

§1.1.10g.1

61.136.10g
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w8 Log AR ABE sensor & - BRIEREMRM Plugin B2 AR AZIKE
1& - ROILE /etc/ossim/agent/config.cfg EHEIRE - A

# vim /etc/ossim/agent/config.cfg

[plugins]

nlé=

nmap-monitor=
ntop-monitor=
ntsyslog=
ossec-single-line=
ossim-monitor=
pam unix=
ping-monitor=

snortunified ethl=
ssh=

sudo=
whois-monitor=
windows=
wmi-monitor=

BETRIR - PLERE plugin @5 BRER log - E ssh 1@ plugin RE R F - IRE
FeE3EE plugin IS EMEIEER 1. 45 plugin B Source Log BEEEIERE
2% TFigure 261 2. =18 plugin WIERRFRREALBRLE - £% "Figure 27, -

[config]
type=
enable=true
source=
location=
create file=true
process=
start=no
stop=no
startup=
shutdown=

[0000 - Failed password]

event type=

regexp= d:\d\d:\d\d) \s+ (?P<dst>\S8+) sshd\[\d+\]: Fai
led password for\s(?P<info>invalid user\s) ? (?P<user>\S+) \sfrom\s (?P<src>\S+) \spo
rt\s (?P<sport>\d{1,5})

date=

plugin sid=

src ip=

dst ip=

src port=

INF&% Figure 27
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B & - 8 /var/ossim/logs B2 BWE log - HERBBEE FERANER

"#,-"TH,—->"TH, - ", BLUTCE R - "TIP, — E1@E IP FTEH lo

.log.count data.stats
] .log.sig index.1
'uqﬁ"]LI13 10/13/01/192.

gs -

billows-avt:/var/ossim/logs/2013/10/13/01/192.168.61.1344 1s

2013-10-13T01-02 Z.1log count.total wuserdat

a.stats

ISR EZENZIUEEAERERN—IELE Mol DR —L£ log EA

R -

1. B5% - [Agent] Im# A Debug Mode :

% . B4&H plugin B I H E&#G sql BIAZ4 - BEZ work BJ15

TR

A -
// 354 0] DI watchdog HY process > &7 shutdown HY service E{E)

# /etc/init.d/monit stop

# /etc/init.d/ossim-agent stop

# /ossim-agent -vwv  / /3 A agent debug mode

2. T#EA [Server] Im#E A Debug Mode :

ik : BiEH Server Ined&BEMAY Error - FEUEFK 2B 4.3 A -
RAEKES -

FA4.3 RREARD) -

3y

# /etc/init.d/monit stop

# /etc/init.d/ossim-server stop

#ossim-server -D 6 / /¥ A server debug mode
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FIA4.3 lREAEE)
# start debug

#Kkillall -4.7 ossim-server

# stop debug mode(method)

Method1 : killall -48 ossim-server
Method?2 : /etc/init.d/ossim-server restart

[Log File] :

# /var/log/alienvault/idm/server.log

Ak Debug 5eRk & - 501S1§ Service ERTRYEN

3. BB Log HIFHBRE Work - TEAZER "echos WA HEIE Log - &
HERBBMITHREHIREE - MU TNRERA

a. 1% Log BEEFAS—EES - BIU : /root/test_log
b. FA cat #& Log &I A source log

c. # /root/test_log >> /var/log/syslog

4. ossim-server restart &5

#1tail -f /var/log/ossim/server.log

RA : ERERNRIEBREMERERINE cat thBFALEEENF
REZFRINBOLTEmTIMEEER ] | ||

#* 192,168 61 135 [88x20]
%Eﬁa@ Tﬁﬁ@ Tﬁﬁ(_) xgﬁ(_) SHEAE)
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